Wyoming Secretary of State

Notice: Beware of Scams Targeting Wyoming Businesses
Attention Wyoming Business Owners,

As scams are on the rise across the country, several of these scams are reported as targeting
Wyoming businesses. Some of the reported scams are specifically imitating communication from
the Secretary of State’s Office via text message, email and mail.

The Business Division of the Wyoming Secretary of State’s office routinely sends official notices
related to business filings, including due date reminders, delinquency notices, and evidence of
filing, but these notices are primarily sent by email or mail, not text message.

If you receive any suspicious communication, please do not click on any links or provide any
personal information. Instead, contact our office directly at 307-777-7311 or business@wyo.gov to
verify the legitimacy of the message. We may ask you to send a copy of the communication to add
to our report found on the following pages. If your credit card was used to make an unauthorized
purchase, you may want to consider contacting your credit card company to dispute any fraudulent
charges or institute a chargeback.

To help you identify legitimate communications from our office, please note the following:

1. The Business Division does not send text messages — Any communication via text message
claiming to be official correspondence from the Business Division is fraudulent.

2. Official Email Addresses — All official email correspondence will come from a wyo.gov
email address and will be directly related to a business entity registered in Wyoming.

3. Verification of Links — Always verify the legitimacy of links before clicking. Our official
website is https://sos.wyo.gov. Be cautious of websites that look suspicious or unfamiliar.

4. The Business Division does not send invoices — Any invoice sent through any
communication channel purporting to be sent by the Business Division is a scam.

We are dedicated to educating Wyoming businesses about reported scams and fraudulent activities.
If you have any questions or need further assistance, please do not hesitate to reach out to us.

Thank you for your attention to this matter.

Herschler Building East ® Suites 100 and 101 ® 122 West 25th Street ® Cheyenne, WY 82002-0020
(307) 777-7378 @ secofstate@wyo.gov @ https://s0S.wyo0.gov



Wyoming Secretary of State

1. Method of Delivery: Email
From: web@yelljapan2.xsrv.jp
Nature of Scam: Impersonation/Phishing
This email is attempting to get the recipient to click on a link to confirm their email address.
Do not click on links that look suspicious or unfamiliar especially when the email seems too
good to be true, in this case, naming the recipient as a grant beneficiary and pretending to
come from a federal government agency, Financial Crimes and Enforcement Network.

From: FinCen <web@yelljapan2.xsrv.jp>
Sent: Wednesday, June 4, 2025 11:54 AM

Subject: Re. Empowerment Grant

Dear Beneficiary
You are among the beneficiaries of 202472025 grant for all scam victims and relatives reconfirm your email if active for more details

Thank You.

Repards
Mr. Rowland Cole

{ Financial Crimes Enforcement Network)

Herschler Building East ® Suites 100 and 101 ® 122 West 25th Street ® Cheyenne, WY 82002-0020
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Wyoming Secretary of State

2. Method of Delivery: Email
From: SOS_AnnualReports@wyo.gov
Nature of Scam: Impersonation/Phishing
This email urges recipients to update their Apple ID (or Amazon) information by clicking
on illegitimate links. This email address is our legitimate email address; however, this email
was not sent by the Business Division and is out of the scope of any communication our
Office routinely sends.

On Apr 1, 2025, at 6:00 PM, iCloud =<sos_annualreports @y o. gov= wrote:

Lo Apple Logo

We Need More Information

Dear.

We need to verify some information regarding your Apple ID associated with this email address.

Case Reference:

This verification helps us maintain the security of your Apple account. Flease complete this process within the next 24 hours.
Apple Inc.

1 Apple Park Way, Cuperiino, CA 95014, USA

This message was sent to in response to your Apple 1D reguest.

Privacy Policy | Support

& 2025 Apple Inc. All nghts reserved.
This is an sutomated message - please do not reply directly to this email.
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Wyoming Secretary of State

3. Method of Delivery: Text message
From: Wyoming phone number
Nature of Scam: Impersonation/Overpayment
The text message includes a link that appears similar to our legitimate website. While filing
an annual report is a statutory requirement for businesses registered in Wyoming, the
Business Division does not communicate via text message. Our official website for filing
annual reports is https://sos.wyo.gov/.

file your Wyoming state annual report here:
file.wyo-biz.com/ reply stop to opt-out
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Wyoming

Secretary of State

4. Method of Delivery: Mail
From: Annual Records Service
Nature of Scam: Overpayment

Mailings containing a Form 5102 mandating beneficial ownership reporting with an
associated fee of $119 (or similar). This business is not affiliated with the Wyoming
Secretary of State nor the federal government. For the most up to date information on
beneficial ownership reporting, visit the official FinCEN website: https.//www.fincen.gov/
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Wyoming Secretary of State

5. Method of Delivery: Mail
From: WY Corporate Certificates
Nature of Scam: Overpayment
Mailings containing a Certificate of Good Standing Request Form with associated fee of
8390.00 (or similar). This entity is not affiliated with the Wyoming Secretary of State.
Electronic Certificates of Good Standing may be acquired from our official website
https://sos.wyo.gov/ for free. Originally signed Certificates of Good Standing (primarily
needed for Apostilles/Authentications for foreign countries) are available for a minimal fee
and should be requested directly through the Business Division.

2025 CERTIFICATE OF GOOD STANDING REQUEST FORM

WY Corporate Certificates QUESTIONS?

301 Thelma Dr # 422 v

Casper, WY 82609 M
PLEASE EMAIL:

WYCS@corporatecertificates.com
OR CALL TOLL FREE

L 1-800-226-6952

Cheyenne WY 82002-0001

” IMPORTANT! EOI QW INSTRUCTIONS EXACTLY WHEN COMPLETING THIS FORM. PLEASE PRINT CLEARLY. “

Key Code: Notice Date: PLEASE RESPOND BY:
' 04/01/2025

L TR

ate of Wyoming. Your Articles have been filed with the secretary of state and are

Business Address:

Cheyenne WY 82002-0001

Congratulations en registering your business wi
omplete. You have one step left in o

¥
e of Good Standing bears the official seal of the \
ertilicate of Good Standing to your business address.

Business Information: Limited Liability Company - Domestic
Date of Registration: 03/17/2025
Certificate of Good Standing Fee: $90.00

Step 1: Flease Confirn Business Name & Address Are Corect i |

Identification:

Cheyenne WY B2002-0001

| Step 2: Contact Information - Do NOT Skip This Step] Email & Contact Number Required for Processing |
Name: Emal I Phone Number:

I Step 3: Payment - Select Payment Mathod & Double Check Payment Information. F

CHECK OR MONEY ORDER ENCLOSED FLEASE ALLOW UP TO TWO WEEKS FOR
‘ | IN THE AMOUNT OF: $30.00 PROCESSING AND RETURN OF DOCUMENT
Please make your check or money order payable to:
WY Corporate Certificates | ‘
301 Thelma Dr # 422 i |f |

Casper, WY 82609

Step 4: Autharization - Please Sign, Date & Retum this Form with Payment Enclosed in Return Envelops Provided.
Signature: Date;

FORM WYCS-CE 10.883(1) 03/18/2025 " FOR OFFICE USE ONLY: WY-15930847-82
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Wyoming Secretary of State

6. Delivery Method: Mail
From: WY Corporate Certificates
Nature of Scam: Overpayment
Mailings containing an Annual Minutes Statement Compliance Division form with an
associated fee of $159.00 (or similar). This entity is not affiliated with the Wyoming
Secretary of State. While legitimate statutes are referenced in the letter, it is wise to consult
with an attorney or other legal advisor when it comes to interpreting Wyoming law. It should
be noted that annual meeting minutes are not filed with the Wyoming Secretary of State.

Wemeantareas 2095 - ANNUAL MINUTES STATEMENT
Caspe U 20 COMPLIANCE DIVISION

wycs@annualminutesfiing.com
Phone: 1-866-301-2738 — —
KEY CODE: NOTICE DATE: |IT}F.NTIF1CAT'ION NUMBER: INCORPORATION DATE:

7374820 04/08/2025 03/28/2023

PLEASE RESPOND BY:
04/22/2025

Cody WY 82414-9648

Corporati Certifcates wil prepare and provids, for 2 fee, comporate I inutes it ufil the fokowing requ Wyoming:
Wyoming Siates § 17-16-701: This dales hoM an ding of al a fme staled in or ficed in accordance with e bylaws.

Wyoming Stafues § 17-16-1801: This statule requires comporations ko maintain permanent records of the minutes from all mestings of sharcholders and fha board of drectors, &
wel as records of actions taken withou! a mesting.

Please complet Staement and mal e form véth oo check & §159 00 payebie by WY Corporats Certficaes n e encosad envelope.

I&piﬂﬂﬂﬂm - Pleasa kst all SHAREHOLDERS below. Plaase PRINT in CAPITAL letters. |

ME NAME
N WARE
B NAME

| Step 2. CORPORATE DIRECTORS - Please istal CORPORATE DIRECTORS belov. Please PAINTn CAPITAL eters. 1
I:w-lz NAME

[NAME NAME
IW NAME

) 3. CORPORATE OFFICERS - Pleasa list all names and titles of sach CORPORATE OFFICERS below. Pleese PRINT in CAPITAL letters. |

NAME TITLE [FAE TE
NAME TITLE NAME TITLE
NAME ; TILE NAME TLE

Iaep»‘. Fiscal Year - Please provide the start and end of the companies fiscal year. |
Fiscal Year Start (MM/DD/YY): Fiscal Year End (MM/DD/YY):

5. CONTACT INFORMATION - Please Provide Contact Information Should Any Questions Avise |

| Contact Name Contact Email Contect Phone

6. SIGNATURE & PAYMENT - Please Sign Below & Check Appropriate Payment Method. |

$159.00
CHECK OR MONEY ORDER ENCLOSED
Pleass Make Your Chack Payabla To:

WY Corporats Cerificates :
e A AT
Date:

e

*WY-TIT4820-152°
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Wyoming Secretary of State

7. Method of Delivery: Mail
From: Fast Filing Services
Nature of Scam: Overpayment
Mailings containing Annual Registration Instruction Form with an associated fee of
8135.00. This solicitor does inform recipients that it is a commercial filing service,
however, the minimum fee for filing an annual report (at the time of this publication) is
360.00. Our official website for filing annual reports is https://sos.wyo.gov/.

2024 - ANNUAL REGISTRATION
INSTRUCTION FORM
(Wyoming LLCs}

| INPORTANT! YOUR ANNUAL REGISTRATION MUST EE FILED EY 10/1 TO REMAIN ACTIVE/COMPLIANT. |

. Please Respond By: |
1
Wilson, WY 83014-2184 i 9/25/2024
e L A PR [ B .
Matize [ate Drocumeant Mumber Diue Date Pisasc Respond By
8112024 1028012 1041/2024 SR04

2024 - ANNUAL REGISTRATION INSTRUCTION FORM
(Wyoming LLCs)

Wyoming Law reguires every corparation, limited liability company, and limited partnership authorized ta transact
businass in the State to timely file an annual report every year. If your business does not file an 2Rnual repart in
the zpplicable filing period, you may be at risk of having your company administratively diszolved.

WY Statute § 17-16-1630.; "(...)0n ar before the first day of tha menth aof registration of every year the
corperation shall pay to the secratary of state in addition 1 2l other statutory taxes and fees a license tax(,.]"

If you haven't already done =0, you may need to file your annual report for the current calendar year. Fast Filing
Sarvices wil assist for a fag in tha filing. You can use this service to save time filing your ennual report. You ¢an
also file it yourself enline for the state fes of 360 directly wiih the Secretary of State, Fast Filing Services s nat a
gouernmant agensy and s not afflliated. This is @ commercial filing service.

To utilize this service, fallow the staps below, Mail the completed form anelased with your 5138 payment
(carmplete form online at FastFileOnline.com by 925 to save §10 on our sve. fers) Please respand today!

STEP 1. Verify the accuracy of the pre-printed busingss Information. Make any necessary changes.

Main Business ar Headgusrens Address |

STEP 2. | authorizs an electronic signature on behalf of the limited liability company. | ungerstand that
Fast Flling Services is nct a govemment agenay, is not affiliated, and not praviding legal advice.

| Sigrature ito be sgned by ar owast af regEteres apent) TREQURED” Print Nama Clearly
a-hall Business Nams
I
@ FAST FILING SERVICES 1025012 Please Respond By Scptember 268, 2024
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