
 

Notice: Beware of Scams Targeting Wyoming Businesses 

Attention Wyoming Business Owners, 

As scams are on the rise across the country, several of these scams are reported as targeting 
Wyoming businesses. Some of the reported scams are specifically imitating communication from 
the Secretary of State’s Office via text message, email and mail.   

The Business Division of the Wyoming Secretary of State’s office routinely sends official notices 
related to business filings, including due date reminders, delinquency notices, and evidence of 
filing, but these notices are primarily sent by email or mail, not text message. 

If you receive any suspicious communication, please do not click on any links or provide any 
personal information. Instead, contact our office directly at 307-777-7311 or business@wyo.gov to 
verify the legitimacy of the message.  We may ask you to send a copy of the communication to add 
to our report found on the following pages.  If your credit card was used to make an unauthorized 
purchase, you may want to consider contacting your credit card company to dispute any fraudulent 
charges or institute a chargeback. 

To help you identify legitimate communications from our office, please note the following: 

1. The Business Division does not send text messages – Any communication via text message 
claiming to be official correspondence from the Business Division is fraudulent. 

2. Official Email Addresses – All official email correspondence will come from a wyo.gov 
email address and will be directly related to a business entity registered in Wyoming. 

3. Verification of Links – Always verify the legitimacy of links before clicking. Our official 
website is https://sos.wyo.gov. Be cautious of websites that look suspicious or unfamiliar. 

4. The Business Division does not send invoices – Any invoice sent through any 
communication channel purporting to be sent by the Business Division is a scam. 

We are dedicated to educating Wyoming businesses about reported scams and fraudulent activities. 
If you have any questions or need further assistance, please do not hesitate to reach out to us. 

Thank you for your attention to this matter. 

 

  



 

1. Method of Delivery: Email 
From: web@yelljapan2.xsrv.jp 
Nature of Scam: Impersonation/Phishing 
This email is attempting to get the recipient to click on a link to confirm their email address.  
Do not click on links that look suspicious or unfamiliar especially when the email seems too 
good to be true, in this case, naming the recipient as a grant beneficiary and pretending to 
come from a federal government agency, Financial Crimes and Enforcement Network.  
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2. Method of Delivery: Email 
From: SOS_AnnualReports@wyo.gov 
Nature of Scam: Impersonation/Phishing 
This email urges recipients to update their Apple ID (or Amazon) information by clicking 
on illegitimate links. This email address is our legitimate email address; however, this email 
was not sent by the Business Division and is out of the scope of any communication our 
Office routinely sends. 
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3. Method of Delivery: Text message 
From: Wyoming phone number 
Nature of Scam: Impersonation/Overpayment 
The text message includes a link that appears similar to our legitimate website.  While filing 
an annual report is a statutory requirement for businesses registered in Wyoming, the 
Business Division does not communicate via text message. Our official website for filing 
annual reports is https://sos.wyo.gov/.   
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4. Method of Delivery: Mail 
From: Annual Records Service 
Nature of Scam: Overpayment 
Mailings containing a Form 5102 mandating beneficial ownership reporting with an 
associated fee of $119 (or similar).  This business is not affiliated with the Wyoming 
Secretary of State nor the federal government. For the most up to date information on 
beneficial ownership reporting, visit the official FinCEN website: https://www.fincen.gov/ 
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5. Method of Delivery: Mail 
From: WY Corporate Certificates 
Nature of Scam: Overpayment 
Mailings containing a Certificate of Good Standing Request Form with associated fee of 
$90.00 (or similar).  This entity is not affiliated with the Wyoming Secretary of State.  
Electronic Certificates of Good Standing may be acquired from our official website 
https://sos.wyo.gov/ for free. Originally signed Certificates of Good Standing (primarily 
needed for Apostilles/Authentications for foreign countries) are available for a minimal fee 
and should be requested directly through the Business Division.  
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6. Delivery Method: Mail 
From: WY Corporate Certificates 
Nature of Scam: Overpayment 
Mailings containing an Annual Minutes Statement Compliance Division form with an 
associated fee of $159.00 (or similar). This entity is not affiliated with the Wyoming 
Secretary of State.  While legitimate statutes are referenced in the letter, it is wise to consult 
with an attorney or other legal advisor when it comes to interpreting Wyoming law. It should 
be noted that annual meeting minutes are not filed with the Wyoming Secretary of State.  
  

 



 

7. Method of Delivery: Mail 
From: Fast Filing Services 
Nature of Scam: Overpayment 
Mailings containing Annual Registration Instruction Form with an associated fee of 
$135.00. This solicitor does inform recipients that it is a commercial filing service, 
however, the minimum fee for filing an annual report (at the time of this publication) is 
$60.00. Our official website for filing annual reports is https://sos.wyo.gov/.   
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